Minnesota Federal Executive Board

Bail Out Bag
Standard Operating Procedure

OBJECTIVE: To provide a recommendation on how Federal leaders can assemble
their Bail Out Bags. These bags provide immediate access to essential items.

Updated: December 12", 2012

NOTE:

This Standard Operating Procedure lists the personal advice of a security and emergency
preparedness subject matter expert at the Federal Executive Board of Minnesota. It is not a
Federal recommendation, guideline or endorsement. It is the responsibility of the user to
ensure that items in the bag, the location of the bag, and methods of securing the bag are in
accordance with all pertaining laws and rules.

PURPOSE:

In an emergency, if you had 15 minutes to gather mission essential documents, information and
equipment, what would those items be? You may not have enough time, or ability to access
these items, in an emergency. The purpose of your Bail Out Bag is to ensure immediate access
to your essential documents, some vital records, some essential equipment, and basic
emergency supplies. The contents should be tailored to your specific role, but this Standard
Operating Procedure lists general categories and recommended items to include.

BAG:

Unless you foresee the need for a water and damage-resistant hard case, it is best to use a
carry-on size bag with divided compartments. Try to avoid products that draw attention.
Here is a link to the bags used by the staff of the Federal Executive Board of Minnesota:
Targus 17" Rolling Travel Laptop Case

http://www.amazon.com/Targus-CityGear-Rolling-Notebooks-

TCG717/dp/B0O002YYIPG/ref=sr 1 2?ie=UTF8&qid=1354720936&sr=8-

28&keywords=targus+wheeled+laptop+bag




DOCUMENTS:

Provided that it does not violate any laws or rules, consider printing documents that are
necessary for you to perform your role in an emergency. Printed documents provide an added
level of preparedness in the event you cannot access them electronically. These documents can
be stored in clear page protectors for water resistance, in three-ring binders.

Consider including:
e Contact and address information
e Contact information for relevant emergency managers and services
e Maps with highlighted alternate routes to useful locations
e COOP (Continuity of Operations) plan(s)
e Information on Federal Closed Points of Dispensement (PODs) for medicine
e Photocopy of GETS and WPS card and instructions for use
e Ledger for cash and credit card emergency expenditures
e Inventory of documents, cash and items in the Bail Out Bag
e [nformation and guides on emergency procedures
e SOPs and “Cheat Sheets” for performing unfamiliar or complex functions

Additionally, consider including an encrypted external hard drive with electronic copies of
essential documents and vital records. The FEB MN staff use this brand:

http://www.seagate.com/external-hard-drives/

CASH:

In the event of an emergency, especially a cyber attack, use of credit cards, debit cards, ATMs
and online banking may be limited. It is highly recommended to have emergency cash.

OFFICE SUPPLIES:

Consider including office supplies items such as:
e Your business cards
e An unopened package of printer paper
e Notepads and Post-It notes
e Pens, Sharpies, “China markers” and highlighters
e Stapler, staples and binder clips
e Tape and Duct Tape
e Flash drive



EMERGENCY SUPPLIES:

The FEB MN staff have these items in their Bail Out Bags. Your emergency supplies may need to
include radios, portable power batteries, solar chargers, instructional manuals and guides,
respirators, medicine, gloves, etc. The items listed below are basic emergency supplies and a
good place to start.

Fiskars Shop Boss Hardware Snips Multipurpose Tool

Petzl Tikka 2 LED Headlamp

Eton American Red Cross FRX2 Hand Turbine AM/FM/Weather Radio/phone charger

Energizer AA Ultimate Lithium Batteries

Energizer AAA Ultimate Lithium Batteries

SteriPEN water purification kit

Nalgene wide mouth bottle

Red Ledge Lightweight Poncho — Yellow

Boston Industrial Safety Vest — Reflective Strips — Lime Green

Package of 3M 8210 Plus Respirator Masks

Clorox Disinfecting Wipes canister of 35 wet wipes

Adventure Medical Kits Trauma Pak with QuikClot

QuikClot Sport 50g Advanced Clotting Sponge

Israeli 4” Hemorrhage Control Bandage by First Care Products

Rusch Asherman Chest Seal for Open Chest Injuries

Ziploc bag of first aid bandages, gauze pads, alcohol wipes, adhesive tape and gloves

Red marking tape

MAINTAINING THE BAG:

Your Bail Out Bag should be maintained by updating the printed and electronic documents.



